
 
 

 Helpful Zoom Security Tips for NH 
Educational Professionals 

There have been multiple reports of uninvited people gaining access to Zoom meetings with the intent to 

cause meeting interruptions and share inappropriate information. Here are some tips to help prevent this 

from happening and limit damage.  

Best practice is to use a combination of options below that makes the most sense for your meeting.  

 Turn Screen Sharing by Host only    

Check this at the start of each meeting! 

 

 Use Zoom Meeting password feature  

Remember if you share the password widely this is less secure but will prevent random meeting 

ID guessing 

 

 

 Use a Waiting Room  

 

 Use Remove participant 

Zoom provides additional guidance on this feature.  

 

Visit Zoom’s Security Website 

These tips are to provide guidance only please contact Zoom directly about security concerns. 

 

FBI Warns of Teleconferencing and Online Classroom  

https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-

of-teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemic 

 

https://support.zoom.us/hc/en-us/articles/360041591671-March-2020-Update-to-sharing-settings-for-Education-accounts
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room
https://support.zoom.us/hc/en-us/articles/115005759423-Managing-participants-in-a-meeting
https://support.zoom.us/hc/en-us/articles/360021851371
https://zoom.us/security
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-of-teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemic
https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-of-teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemic

